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The aim of this poster presentation is to give an overview of research into smart-
cards for e-identity at the Radboud University. It could be accompanied by demon-
strations of the e-passport and our own smartcard solutions.

Abstract

Different kinds of smartcards have “sneaked” into our everyday life over the last
decade. Most countries, including all EU countries, now introduced biometric
passports (or e-passports) — passports with an embedded contactless smartcard
that store biometric data. In many countries contactless smartchips or RFID
tags are used in public transport, e.g. the OV-chip card in the Netherlands or
the Oyster card in London. Many countries also started issuing electronic ID
cards that let citizens digitally sign data (e.g. documents or e-mails) or securely
prove their identity over the Internet.

Such technologies and applications naturally raise concerns about security
and privacy. The Digital Security group at Radboud University has been con-
ducting research into existing smartcard-based solutions for e-identity and ex-
ploring possibilities for new, more privacy-friendly alternatives.

A central case study in research on existing solutions has been the e-passport,
where both the protocols as laid down in international standards [3] and security
aspects of actual implementations were investigated. This for instance resulted
in advanced techniques for the automated and rigorous testing of e-passports,
using model-based testing [4]. Also, a substantial amount of open source software
was developed, for reading out and for producing e-passports, which provided
the basis for a first pilot implementation of a new electronic driving license for
the Ministry of Transport.

Work on exploring more privacy-friendly alternatives was started in the OV-
chip 2.0 project, funded by Stichting NLNet. Here the aim is to push the bound-
aries of what modern smartcards are capable of, and implement truly privacy-
friendly smartcard protocols for public transport or other e-identity applications
using Elliptic Curve Cryptography [1,2].

Much of the work mentioned above has its roots in the Sentinels funded
PinPas Java Card project, which investigated security of the Java Card platform.
Java Card provides an open, Java-based environment for programming smarts
cards, and has been used in all of our projects to prototype and test our ideas.
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Smartcards are the standard technology for e-ldentity:
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Central concerns: security, privacy, and correctness
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EU passports (and Dutch ID cards) contain RFID
chip since 2006, with fingerprint info since 2009:
« Investigation of e-Passport protocols,
including possible information leakage
» Security evaluation of e-Passports
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models in collaboration with ESI
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Privacy friendly solutions for smartcards of the future:
« Basis: Elliptic Curve Cryptography with bilinear pairings
/  Blinded signature to provide tokens a.k.a. attributes, e.g.
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« Attribute features: Anonymous, Unlinkable, Unforgable
« Applicable in e-Transport (e-Ticketing) and e-ldentity
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Results

« Solid and comprehensive overview of security and privacy issues in electronic based
identity products

« State-of-the-art protocols for anonymous attributes to protect privacy

« Several prototypes and open source implementations to back up research results
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