oVila,

5?’3 ‘a4 Technische

s >384 E U . otut
Rl niversita
»#4 (%45 Braunschweig

7, v
Ong s

C

Model-based Testing of Software Product Lines — Part |

Prof. Ina Schaefer, 09.06.2015, Halmstad Summer School on Testing



Dynamic Black-Box Software Testing
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Roadmap

* Model-based Testing - Overall Concept

* Model-based Testing - Some Theory
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MBT - Overall Idea

~MBT encompasses the processes and techniques for the automatic derivation of abstract
test cases from abstract models, the generation of concrete tests from abstract tests, and the
manual or automated execution of the resulting concrete test cases.”

[Mark Utting, Alexander Pretschner, Bruno Legeard: A taxonomy of model-based testing
approaches. Softw. Test., Verif. Reliab. 22(5): 297-312 (2012)]
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Process of MBT

Technische

* Universitit
Braunschweig

Test
Selection
Criteria

- '
g Requirements

(1)

)

Test Case
Specification

@Mdl

~

'

Test
Script

5-1)

Adaptor + Env (5-2)
f \

SUT

| —

[Mark Utting, Alexander Pretschner,
Bruno Legeard: A taxonomy of model-
based testing approaches. Softw. Test.,
Verif. Reliab. 22(5): 297-312 (2012)]

09 June 2015 | Ina Schaefer | Model-based Testing of Software Product Lines — Part | | Slide 5

Institut fiir Softwaretechni
und Fahrzeuginformati

=~ =

mm
L1
e



Traceability

Requirements Reqs—Model

Model Model-Tests

Tests

T1: Init; Opl ; Op2(NN,AA) ; Opl

Reqs—Tests T2: Tnit; Op3(AA) ; Opl ; Opl
T3: Init; Op3(BB)
T4: Init; Op3(AA); Op3(BB) ; Opl

T5: Init; Opl ; Opl ; Opl ; Opl

From [Utting/ Legeard, Practical MBT, 2007]
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MBT — Example: State Charts

Example:
S
s 'S4 )
|
: 4 S6 A\
|
= !
: SRS
S7
SOESLEN
I E
\i
S
| D S8
|
| \ J
N : J
. . All-Paths
Coverage Criteria: /
All-One-Loop—Paths All-Transition—Pairs
All-Round—-Trips l All-Configurations l
All-Loop—Free—Paths All-Transitions
All-States
°§";?"¢ .
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Scope of MBT

Scale of SUT f

I Model
System Based
| .
| Testing
|
Integration :
|
|
I
Component,
|
I
|
Unit:
i Requirements Code
° _(BlackiBox) (White Box) -
Furictional ,” Tests derived from...
Robustness | ~~

Performance

Usability

Characteristics being tested
From [Utting/ Legeard, Practical MBT, 2007]
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Taxonomy of MBT

Scope — Input—only / Input-Output

Untimed / Timed
Deterministic / Non—Det.
Discrete / Hybrid / Continuous

Model

| Specification Characteristics

Pre—Post or Input Domains
Transition—Based
History—Based

Functional

Operational

Stochastic

Data—Flow

Paradigm

Structural Model Coverage
Data Coverage
Requirements Coverage
Test Case Specifications
Random&Stochastic
Fault-Based

Test Selection
Criteria

Test
Generation

Random generation
Search—-based algorithms
Model—-checking
Symbolic execution
Theorem proving
Constraint Solving

Technology

Online

Offline [Mark Utting, Alexander Pretschner, Bruno
Legeard: A taxonomy of model-based testing
approaches. Softw. Test., Verif. Reliab. 22(5):
297-312 (2012)]

| Test On/Offline
Execution

\ M M A
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Advantages of MBT

Systematic and automatic test case generation

Useable in early development phases (Model-in-the-Loop)

Automatization of test case execution

Regression test planning by analysis of model changes
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Model-Based Testing — A more theoretical perspective

model-based system

test
model j‘> test <: model

generation
/4 .. 4

] I

test
execution

ﬁ

pass/fail
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Conformance Relations

implementation relation: i=~s with implemetation i and formal behavioral
specification s
preorder relation: iCs

implementation shows at most the behaviors of the
specification

intentional conformance:

i conforms s :& [i] € [s]

where [-] defines sets of all observable behaviors
extensional conformance:

iconformss: o VueU:obs(u, i) = obs(u,s)

where U defines sets of all observers

Technische

Universitat
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Model-based I/0O Conformance Testing

° Proposed by Jan Tretman in the 90!8 Testing Concurrent Systems:

A Formal Approach

Jan Tretmans

University of Twente *

* Model-based functional conformance testing of Fucltyof Compter Siace, ol Meths ud Tob e roup
systems with reactive, non-deterministic behaviors

tretmans@cs.utwente.nl

Abstract. This paper discusses the use of formal methods in testing
of concurrent systems. It is argued that formal methods and testing
can be mutually profitable and useful. A framework for testing based
on formal specifications is presented. This framework is elaborated for

e In put, output, an d qu iescence based testin g theo ry labelled transition systecus, providing fortal defuitions of cxnfoemance,

test execution and test derivation. A test derivation algorithm is given
and its tool implementation is briefly discussed.

1 Introduction

o Based o n IIO I a be I ed tra n s iti o n syste m s During the last decades much theoretical research in computing science has been

- - devoted to formal methods. This research has resulted in many formal languages
as test m od e I s A N D I m p I e m e n tat I o n m od e I s and in verification techniques, supported by prototype tools, to verify properties
of high-level, formal system descriptions. Although these methods are based on
sound mathematical theories, there are not many systems developed nowadays
for which correctness is completely formally verified using these methods.
On the other hand, the current practice of checking correctness of computing
systems is based on a more informal and pragmatic approach. Testing is usually
- the predominant technique, where an implementation is subjected to a number
b P rove n so u n d a n d exha ustlve of tests which have been obtained in an ad-hoc or heuristic manner. A formal,
underlying theory for testing is mostly lacking.
often made.

The combination of testing and formal methods is not very

Sometimes it is claimed that formally verifying computer programs would make

testing superfluous, and that, from a formal point of view, testing is inferior as a

- way of assessing correctness. Also, some people cannot imagine how the practical,

) Rlch tool su pport operational, and ‘dirty-hands’ approach of testing could be combined with the
mathematical and ‘clean’ way of verification using formal methods. Moreover,

the classical biases against the use of formal verification methods, such as that

formal methods are not practical, that they are not applicable to any real system

* This research is supported by the Dutch Technology Foundation STW under project
STW *4111: Céte de Resyste — COnformance TEsting of REactive SYSTEms;

* Formal basis for many advanced testing frameworks PRSI S,

Jos C.M. Baeten, Sjouke Mauw (Eds.): CONCUR'99, LNCS 1664, pp. 46 [l 1999
© Springer-Verlag Berlin Heidelberg 1999
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Running Example

Beverage vending machine

Input actions
o /={1€,2€]
» Transitions labels prefixed with “?”

i

- .
-

Output actions

 U={coffee, tea}
Transition labels prefixed with “!”

X t Technische

Institut fiir Softwaretechni =z : R

und Fahrzeuginformati

==
({1111
n



I/O-Labeled Transition Systems

I/O Labeled Transitionsystem: (Q, qo, I, U, —), where

Q is a countable set of states,

qo € Q is the initial state,

I and U are disjoint sets of input actions and output actions, and

— C Q X act X Q is a labeled transition relation.
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LTS - Examples

Tr(q,) = {?1€,71€ - coffee,? 1€ - ! tea}

qs

Tr(gs) = {? 1€,7 2€}
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LTS Trace Semantics

Each compution refers to some path

Hq U2 U3 Hn-1 HUn
Qo > S1 S22 —S8Sp-1 5

The behavior of a computation is defined by a trace

trace o = Uy *+* Uy € act”
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LTS - Examples

qs3
Tr(qs) = {?1€,72€,?71€ - I coffee,? 2€ - | cof fee}
Icof fee
q>
Tr(qy) = {?1€,72€,?71€ - I coffee,?1€ - tea,?2€ - | cof fee,? 2€ - | tea}
T
'cof fee l'tea
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LTS Trace Notations

Letsbeanl/O LTS, u; el vUU{rt}anda; €EIUU

So
H1iHn H1 Uz Un ’
S—S = 389, ..., S, ' S =Sg—OS1 > DS, =S
S1
K1 Hn , HiHn
S—— = ds :s=S—S
U1 HUn
Sn

o ES’ ) U1 Un

Technische

* Universitit
Braunschweig

09 June 2015 | Ina Schaefer | Model-based Testing of Software Product Lines — Part | | Slide 19

Institut fiir Softwaretechni

und Fahrzeuginformati

==
({1111
n



LTS Trace Notations

Letsbean /O LTS, u; el uUU{rt}anda; €eIUU

E , / T...T /
S=S =8S=S0rs—sS

a / € a € ,
S=S = 35,5, :S=>51 >S5S, =S

al...an ’
S—— S =

aq a, an ,
= dSg, ., Sp S =Sp=251 =2 .25, =S

Technische

Universitat
Braunschweig
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LTS Trace Notations

Lets bean /O LTS, 0 € (U U)*

g 4 I/ g I/
sS= ds':=4ds': s=> =S
o o
S = =

Technische

Universitat
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LTS Trace Notations

The set of traces in an LTS is defined as

Tr(s) ={c€e({UU)"|3s" €0 :q, =U>S'}.

Technische

Universitat
Braunschweig
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LTS - Examples

qs
?1 ?72€
Tr(q,) = {?1€,72€,?71€ - ! cof fee,? 2€ -  tea}
Icoffee ltea
de
?1€
Tr(qe) = {?1€,71€ - ' cof fee}
Icoffee
Technische : . .
z Universitit 09 June 2015 | Ina Schaefer | Model-based Testing of Software Product Lines — Part | | Slide 23

Institut fiir Softwaretechni

Braunschweig ! S F

=~ =

mm
L1
e

und Fahrzeuginformati



LTS - Examples

q7

?1 ?1€
® Tr(q;) ={?1€,?21€ !coffee}
Icoffee

*o Tr(qs) = {}

1L
oﬁl &y,

% Universitit 09 June 2015 | Ina Schaefer | Model-based Testing of Software Product Lines — Part | | Slide 24

’;w %5 Braunschweig I S F

Institut fiir Softwaretechni

gﬁ Technische

==

({1111

n
e

und Fahrzeuginformati



Input-Enabled Transition Systems

An LTS is (weak) input-enabled iff for every state s € Q with g, =* s and for all
a €1 it holds that s .
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Input Completion - Example

Not input-enabled LTS Input-enabled LTS
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A First Attempt: Conformance as Trace Inclusion

i conformss : Tr(i) € Tr(s)

Solution: explicit notion of quiescent behavior

. . . ] L] "’18
» Fails to refuse trivial implementations ®

» Fails to take the asymetric nature of LTS traces with 1/O actions into account

Solution: distinguish input and output
behaviors in traces

1
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What is the difference?

Technische

* Universitit
Braunschweig

Tr(qe) = {?1€,?1€ - ! cof fee}

q7

?1 1€

® Tr(q,) ={?1€,?71€ !coffee}

Icof fee
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Some Auxiliary Definitions: Init Sets

Let shean LTS,p € Q,P S Qando € (11U U)".

init(p) ={pue (T ul)lp i}

init(p,) = {? 1€}
init(p,) == {!coffee,!tea}

init(ps) ={ }

init(py) =1{ }

oWilay,
3‘% %% Technische
< v
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Some Auxiliary Definitions: Quiescent States

Letsbean LTS, p e Q,P S Qand o € (1 U U)".

p is quiescent,denoted §(p),if f init(p) € I

init(p,) == {? 1€}

init(p,) == {! coffee,!tea}
init(ps) =1{ }

init(py) ={ }

Icoffee

- 85

[ ={?21€,?2€}

oWilay,
3‘% %‘a Technische
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Some Auxiliary Definitions: Suspension Traces

Letsbean LTS, p € Q,P S Qand o € (I U U)".

Straces(p) ={c' € s UUs U {6})*| p g} where q i qiff 6(p)

Straces(py) = {8,?71€,? 1€ - ! cof fee,? 1€ - ! tea,
?71€-!1coffee-6,71€ tea- 8}

Straces(p,) = {! cof fee,!tea,! cof fee - §,tea - §}

Straces(p;) = {6}

Straces(p,) = {6}

Ve,
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Quiescent Behaviors

Trace Tr(q,)

q1

add delta transitions

Icof fee

Straces(q,) ={6,71€,5 -71€,?21€ - cof fee,? 1€ - | coffee - §, ...}

Allows to discriminate (non-)behaviors

de
?1€ -6 & Straces(qg), whereas ? 1€ - § € Straces(q-;)

q7
? 1€‘/\A? 1€

.1€ I *
'cof fee 'cof fee
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Some Auxiliary Definitions: After Sets

Letsbean LTS, p e Q,P S Qand o € U U)".

paftero={q€eU]|p g>q}

U=1{'coffee,!tea}

p, after!coffee = {ps}
p, after!tea = {p,}

p, after?2€ ={ }
p, after!tea ={ }

= t Technische

Y8 Universitit
o .
K
o Braunschweig
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Some Auxiliary Definitions: Out Sets

Letshbean LTS,p € Q,P S Qando € (11U U)".

out(P) :={u€U|IpEP:p S}U{S|3p € P : 6(p))

P =paftero

P, = {p, after 6} = {p,}
P, = {p, after !tea,p, after!coffee} = {p;,ps }
P; = {p; after 6} = {p3}
P, = {p4 after 6} = {p,}

3% Technische

Y8 Universitit
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K
o Braunschweig
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Some Auxiliary Definitions: After-Out Sets

Let shean LTS,p € Q,P S Qando € (11U U)".

out(P) :={u€U|Ip P :p S}U(S|Ip € P : 8(p))

P, = {p, after &} = {p,}

P, = {p, after !tea,p, after!coffee} = {p;, s}
P; = {p; after 6} = {p3}
P, = {p4 after &} = {p,}

Out(Py) = {6}
Out(P,) = {!tea,!cof fee}
Out(P3) = {0}
Out(P,) = {6}

1L

e .
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Second Attempt: /0 Conformance (IOR)

Class of I/O LTS labeled over | and U Subclass of input-enabled I/O LTS

Lets € LTS(IUU)and i € JOTS(I,U).

iiors & Vo € acts : out(i after ) C out(s after o)

[ ior s & Straces(i) € Straces(s)

= t Technische
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Example

* Universitit
Braunschweig

Assume O-transitions in the £7s example
Possible environmental stimulations are o= ?71€ and J'= 72€

Investigate the observable behavior
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Example

out(q, after o) = {cof fee, tea}, out(q,after ') = {}

out(q, after a) = {cof fee, tea}, out(q,after ') = {cof fee, tea}

1L
o™ .f’%
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Example

out(qs after o) = {coffee},out(q; after ¢') = {cof fee}

out(q, after o) = {coffee},out(q, after ¢') = {tea}

I'coffee l'tea

1L
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Example

qs 8

out(qs after o) = {8}, out(qs after a') = {6}

out(qe after o) = {cof fee},out(qq after ¢') = {} !

1L
o™ .f'%
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Second Attempt: /0 Conformance (IOR)

Lets € LTS(IUU)andi € JOTS(I,U).

Problem: this is quite a lot!

iiors & Vo € acts : out(i after ) C out(s after o)

[ilor s & Straces(i) € Straces(s)

WLy
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Third Attempt: IOCO

Lets € LTS(IUU)and i € J0TS(I,U).

Focus on specified behaviors only

iiocos < Vo € Straces(s) : out(i after o)
C out(s after o)

ior Cioco

WLy
T .
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Example [Tretmans, 1999]

—loco

“but 7but ?but ?but

| |

?but ?but ‘
10CO I'liq 2but
?but ?but VO ?but

!choc

) 4
() ?but

1L
o'« .?Q
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Third Attempt: IOCO

Lets € LTSI UU) and i € 0TS, U).

Still infinite in case of loops

iiocos < Vo € Straces(s) : out(i after o)
C out(s after o)

ior C ioco

Ve,
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IOCO wrt. F

 The set of suspension traces under consideration is restricted to sub sets F € actg

* The restricted ioco relation is denoted as

i iocor s = Vo € F:out(iafter o) S out(s after o) ,

where ior = i0C0gtx and ior = 10C0gtyqces(s) hOldS.

This is still an
intentional
characterization of
conformance. How to
prove this by testing?

t Technische

Universitit 09 June 2015 | Ina Schaefer | Model-based Testing of Software Product Lines — Part | | Slide 45

Braunschweig =I SF

Institut fiir Softwaretechni
und Fahrzeuginformati




Extensional IOCO

i passest := obs(i,t) = obs(s,t)

Observers (testers) are

characterized by a finite

sets of test cases they
perform on an SUT

WIiLg
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Test Cases

A test case tis an I/O labeled LTS such that

1Ly
T .
t Technische

t is deterministic and has a finite set of traces,
Q contains terminal states pass and fail with init(pass) = init(fail) = 9@,

for each non-terminal state g € Q either

1. init(q) ={a}fora el or

2. init(q) = UU {0 denotes observation of

hold quiescence
olas.

By TEST we denote the subclass of I/O labeled LTS representing valid test
cases t
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Test Case Generatation — Example

Test case for specification g

Stimulated input
« 1€

I'1€

Expected output
» either coffee

© ortea ?coffee /?tea
) 4
‘ -
Observable errors pass pass fail

* No output occurs: ©

Technische
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Test Case

Generation — Example 2

q7
21 ?1€
Test case for specification g, o
Icoffee
Stimulated input
- 1€
Expected output 1 1€
« coffee 4

* no output: ©

Observable
tea

Technische

?coffee /?tea
) 4

pass fail pass

errors

2 Universitit

o .
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IOCO is correct = sound + exhaustive

Lets € LTSIV U),i € JOTS(I U U) and F € Straces(s)

Then it holds that

1. the set TEST of all derivable test cases is sound and

2. the set TEST of all derivable test cases is exhaustive.

= t Technische
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Conclusion
Model-based testing
« automates black-box test case generation and exectution.

« requires a formal model of the system specificatic PR

®

KEEP
CALM
CONTINUE

 can be based on a formal notion of conformance.
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Some Further Readings
« Malte Lochau, Sven Peldszus, Matthias Kowal, Ina Schaefer: Model-Based Testing. SFM
2014: 310-342

« Mark Utting and Bruno Legeard, Practical Model-Based Testing: A Tools Approach,
Morgan-Kaufmann 2007.

« Jan Tretmans: Model Based Testing with Labelled Transition Systems. Formal Methods
and Testing 2008: 1-38
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